ADVERSE INFORMATION REPORTING . . .

WHAT YOU SHOULD KNOW
Adverse Information

Any information that adversely reflects on the integrity of character of a cleared employee that suggests that his or her ability to safeguard classified information may be impaired, or that his or her access to classified information clearly may not be in the interest of national security.

You, as a cleared individual are obligated to report adverse information to the Facility Security Officer.  If there is a doubt whether the information should be reported, report it.  The requirement for reporting adverse information is covered in the National Industrial Security Program Operating Manual (NISPOM).

Adverse Information Principle

It is very difficult to convince employees of the importance of reporting adverse information.  It violates our inherent private nature and promotes a level of personal uncertainty that most of us find difficult to accept.  However, failure to report adverse information can and will put classified information at risk.  Results of “Project Slammer” have shown that the one thing that is common from spy to spy is that they exhibited adverse behavior which was noticed by several people and yet rarely reported.  For example John Walker was living well above his means and no one reported it.  James Carney and James Wood both had emotional problems but didn’t report it or seek help for fear of losing their clearances.
The Reporting Dilemma

There are many excuses not to report adverse information but no good reason.  Six common excuses are discussed below:


1.
Social Influence – Mind your own business or don’t get involved.  Modern society 


discourages us from participating in situations that do not directly involve us.

2.
Transfer of Responsibility - Someone else will report it or I don’t have the 



time.  We shift responsibility to act on information by expecting another 



person to deal with the situation.

3.
Fear of Response – If I report it they’ll either ignore it or go off the deep 



end about it.  We are hesitant to report a problem if we do not believe it will be 


acted on quickly and discreetly.


4.
Disbelief – I can’t believe John could ever be involved in something like this 



he is loyal.  We tend to avoid accepting the idea that someone’s unusual behavior 


maybe a symptom of espionage.


5.
Internalization – It’s not my job, I don’t have all of the facts or it’s just not 
my


problem.  Sometimes we go through a process of internal rationalization, giving a 


variety
of seemingly logical reasons why we should not make a report.


6.
Loss of Freedom – The government is not going to tell me what to do; I don’t 
have


to do this.  Americans ardently guard our rights and our freedoms, resisting 



anyone’s efforts to restrict them or put demands on them.

What to Report

Many employees do not report adverse information because they don’t know what to report or on whom.  Adverse information can be reported on yourself or someone else.  Adverse information includes:

· Changes in Personal Status (Change in name due to divorce or marriage, change in marital status due to marriage, divorce, or separation, or cohabitation i.e., living in a spouse-like relationship)
· Foreign Travel (Personal or business related)
· Foreign Contacts

· Financial Problems (Filing for bankruptcy, garnishment of wages, having a lien placed upon your property for failing to pay a creditor or eviction from a residence for failure to pay rent)
· Arrests or Other Involvement With the Legal System

· Psychological or Substance Abuse Counseling (Counseling must be reported if you were advised to seek counseling owing to your work performance or other undesirable behavior)
· Outside Activities and Media Contacts

· Pre-Publication Review

· Loss or Compromise of Information

· Known or Suspected Foreign Intelligence Activity

You’re Duty

No one wants to report adverse information but remember you could lessen or even prevent damage to US National Security by making an adverse information report.  It is your duty to report adverse information.  The day you received your initial security briefing you signed an SF312.  The SF312 is an agreement between you and the US Government.  When you signed it you agreed to protect US Government classified and to abide by security procedures to protect it.  These procedures include reporting of adverse information (NISPOM 1-302a).

When adverse information is reported to the FSO the matter will be investigated quietly and discreetly.  Innocent people will not be harmed by adverse information reports – guilty ones will.  Do you’re part to protect US classified information:  report any adverse information that you are aware of.  Remember, reporting may enable someone to receive help before his or her problem becomes a crisis as well as protect US classified information.
I acknowledge that I have read and understand the above information and what my responsibilities are regarding adverse information.

Print Name:  ____________________________________________

Signature:  _____________________________________________

Date:  _________________________________________________
