REPORTING SUSPICIOUS CONTACTS 

“SAVING OUR CRITICAL TECHNOLOGY”
Over the past few years, the Defense Security Service (DSS) has noted that the number of “Suspicious Contacts” reported by cleared contractor employees has risen by over 43%.  DSS believes the increase can be attributed to requests for information or requests for personal meetings via internet or e-mail with the ulterior motive being intelligence collection.  A “collectors” job is to gather any and all critical information and technology on behalf of a Foreign Intelligence Service (FIS) or a foreign or domestic commercial entity.  With industrial globalization, it is not surprising to learn that over 22.8% of all foreign collections were performed by Government affiliated organizations (research institutes, contractors representing Governments) or commercial collectors (companies engaged in business ventures with U.S. companies.)

What can we as security professionals do to help our Counterintelligence Agencies identify and defeat exploitation efforts by intelligence collectors?  Know what constitutes a suspicious contact, as well as how and to whom they should be reported.  All employees should know to report suspicious contacts to their Security Office/FSO.  Depending on the nature of the contact, the Security Office/FSO may pass the information onto the appropriate U.S. Counterintelligence Agency.  But at a minimum contractors cleared by the Department of Defense must report suspicious contacts to DSS.

The often difficult part of reporting is knowing what constitutes a suspicious contact.  A suspicious contact is any request for information by an individual, regardless of nationality, that goes beyond public domain product line information.  A suspicious contact can take place anywhere:  at a restaurant, in a hotel, or at another company facility.  All contacts by cleared employees with known or suspected intelligence officers from any country or any contact that suggests an employee may be the target of attempted exploitation by an intelligence collector of another country, government, and corporation or an individual, is a suspicious contact.

Here are several techniques used by intelligence collectors to elicit information and that could be considered a suspicious contact:

E-mail Contacts
· Receipt of an e-mail information request from an unknown URL or a URL originated in a foreign country.

· Receipt of an e-mail request that is unsolicited or unwarranted.

· A requestor who identifies themselves as a student or consultant.

· A requestor who identifies themselves as being employed by a foreign company or government.

· A request pertaining to defense-related technology using acronyms specific to a particular program.

· A requestor who states that they could not obtain the information from other sources because it is classified or controlled.

· A requestor who encourages the recipient to disregard or skirt security or import/export rules or who states that export licenses are not required.

· A request for information that exceeds the generally accepted level of information normally found in a program public release.

· A requestor who seems to be “fishing” for information.

· The recipient has received numerous requests for information from the same person/entity.

· The requestor represents a third party.

Exhibits and Seminars

· Contact with attendees at trade shows or seminars who attempt to establish a means for future contacts either professional or personal.

· Individuals who are singled out by specific groups for elicitation of information outside the scope of their project should report as a suspicious contact.

· Requests to brief or lecture in a foreign country with all expenses paid.

· Recognizing attendees from previous events who gave different names when they last met.

Meetings

· Companies that try to entice attendees to p roved large amounts of technical data as part of the bidding process only to cancel the contract.

· Visitors to your facility who attempt to visit places where they are not authorized.

Overseas Travel

· Undue or aggressive questioning by authorities upon arrival at foreign destination.

· Foreign authorities taking a traveler’s laptop computer and removing it from their sight.

· Travelers who are routinely given the same room in a hotel.

· Papers or other items in a hotel room are moved indicating someone other than the housekeeping staff was there.

· In foreign restaurants routinely being seated at the same table or having the same server.
· People with who employees are meeting seemed to be intimately familiar with their personal information even when they have not volunteered any information.

· Requests from foreign companies to offer services or personnel for free.

While this list is by no means all inclusive it does give a basic definition of “suspicious contact” and some good examples of how elicitations for information are conducted.  

Remember it doesn’t cost anything to make a report but it could cost us a lot if you don’t.

