NEED TO KNOW 
UNDERSTANDING YOUR SECURITY RESPONSIBILITIES

“Need-to-Know” is the determination by an authorized holder of classified, sensitive, or proprietary information that access to the information is required by another individual (appropriate clearance is required if access is classified) to perform official duties.

You, as an authorized user of classified, sensitive and/or proprietary information are empowered to grant or deny access to other individuals.  It is your responsibility to confirm in your mind that he or she truly needs the information to do his or her job.  The other person also has to be able to give you sufficient justification so that you can make an informed “Need to Know” decision.

Need-to-Know Principle

Need-to-Know is one of the most difficult security principles to apply.  It violates our inherent social nature and promotes a level of personal responsibility that most of us find difficult to accept.  However, failure to accept this responsibility has resulted in some of the most damaging espionage cases (government and industrial) in the last decade.  Statistically, the FBI reports that 80% of espionage is committed by “insiders”.  Most of these insiders who committed espionage were fully cleared individuals.  In almost every case, insiders gain access to information not pertinent to their jobs by circumventing the Need-to-Know principle.  They are able to do so because their co-workers failed to properly control access to classified, sensitive, or proprietary information under their control.
Two espionage cases which dramatically illustrate the breakdown of this principle in the classified arena are the cases of Jonathan J. Pollard and Aldrich Ames.  Pollard, a Naval Investigative Service counterterrorism analyst with responsibility for the United States and Caribbean basin, was able to easily obtain documents on virtually any subject related to the Middle East and Far East from various intelligence agencies.  Pollard was convicted in 1985 of selling classified material to an element of the Israeli intelligence service and was sentenced to life imprisonment.  Aldrich Ames was a CIA operations officer, who, when arrested in 1994, had in his possession over a hundred documents related to intelligence operation in the former Soviet Union.  On the industrial side – Marion Labs lost proprietary data when two ex-employees sold trade secrets to Marion Labs competitors.
A Frequent Dilemma

In the conduct of your daily duties, you may run into situations which make you question whether an individual has the Need-to-Know certain information in your possession.  For example, an employee in a higher position then yourself requests access to information you are in possession of but you cannot immediately determine his or her Need-to-Know.  Do you grant him or her access based on their status?  What you should do is ask the individual the reasons for his or her request for the access.  If he or she cannot convince you of his or her Need-to-Know for the information, you should deny the individual access until you determine his or her Need-to-Know or until you can seek guidance from your supervisor.  Determinations of Need-to-Know is the personal responsibility of everyone, but if there is any doubt in your mind as to an individual’s Need-to-Know, always ask your supervisor before granting access to any classified, sensitive, or proprietary information.
Speaking (With Care)

Another area where you may overlook the Need-to-Know principle is the rumor mill or gossip.  Everyone likes to talk about their work, especially within their office area where everyone you work with has a Need-to-Know.  However, there are areas where persons from various offices congregate and innocent chit-chat can reveal sensitive information.  Even though you know all employees are loyal and that they may be cleared, remember he or she may not Need-to-Know everything you might feel like discussing.  In short, in every place, look around, be sure in your mind that everyone has the required Need-to-Know and then speak.

Computer Concerns

The Need-to-Know principle also applies to computers and disks used on the job.  Always secure your computer when leaving an area for an extended period of time by logging off and securing your disks.  When you exchange media with another person, be sure that the media contains only that information which he or she a Need-to-Know.
You’re Responsibility – Your Duty
You share the requirement to protect classified, sensitive, and proprietary information with every other KES employee.  Your personal responsibilities include using all the security tools available to you, such as secure phones, secure faxes, safes, badges, and the like and learning the security skills you need to protect US Government classified and KES proprietary information.

The most important of these skills is the ability to determine your Need-to-Know.  Remember, not every person who casually asks about you and your job is a spy but continued questioning concerning classified, sensitive, or proprietary information where obvious Need-to-Know does not exist may be indicative of a security concern.  If you notice this type of behavior, discuss it with your supervisor or FSO.  Remember, the Need-to-Know principle was developed as a personal security measure to prevent unauthorized disclosures of classified, sensitive, or proprietary information.

